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Introduction

Small and medium-sized businesses (SMBs) in 
Ukraine form the backbone of the country’s econo-
my: according to OECD estimates, these enterpris-
es comprise 99.9 % of all business entities, provide 
81.6 % of business employment, and generate 70.2 % 
of added value. Since 2022, this sector has been ope
rating under systematic constraints: infrastructure 
destruction, electricity outage schedules, mobilisa-
tion of personnel, relocation from combat zones, 
and reduced consumer purchasing power. According 

to UNDP data, only about 57 % of SMBs were ope
rational in March-April 2022; by 2023, this figure 
partially recovered to 84 %, and it has remained at 
approximately 85 % throughout 2024–2025. Along-
side these crisis-related limitations, the demand 
for digital tools is rising: in 2024, Ukrainians spent 
UAH 239 billion on online goods and services, a 
25 % increase from 2023, and the share of e-com-
merce in retail turnover reached 10 %. This creates 
a contradiction between limited enterprise resour
ces and the simultaneous growth in requirements for 
digital support of operational processes.
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Analysis of Previous Research and Publications

The issue of ensuring the functionality of a 
small business as a cyber-physical system supported 
by a digital twin is addressed in the authors’ previous 
work [1]. Physical models for cyber-physical systems 
that combine software control levels with real pro-
duction processes are discussed in [2]. The question 
of evaluating the reliability of information obtained 
from sensors in cyber-physical systems is investiga
ted in [3]. A systemic strategy for guaranteed safety 
of complex engineering systems, where the software 
component ensures continuous operation, is formu-
lated in [4]. The classic approach to software archi-
tecture design based on architectural characteristics 
and decision-making heuristics is summarised by 
L. Bass, P. Clements, and R. Kazman [5]. Princi-
ples of building microservice systems, service lifecyc
le, and observability issues are thoroughly elaborated 
by S. Newman [6]. The REST architectural style 
and its application in distributed systems are for-
mulated in R. Fielding’s dissertation [7]. A gene
ralised definition of microservice architecture as a 
paradigm for building corporate systems is intro-
duced by M. Fowler and J. Lewis [8]. Basic prin-
ciples of building distributed systems (asynchronous 
communication, fault tolerance, state consistency) 
are systematically presented by A.S. Tanenbaum and  
M. van Steen [9]. Engineering aspects of software 
architecture design tied to specific classes of prob-
lems are considered by I. Horton [10].

While these proceedings address individual 
components of the problem, they do not encom-
pass the specific class of enterprises in question: 
multi-channel retail and service SMBs operating 
during martial law conditions. The issue of forma
lising system automation requirements under unstab
le infrastructure conditions remains unresolved, as 
does the construction of an architecture with an ex-
plicit link between technical solutions and business 
requirements for this particular class of enterprise. 
Additionally, the organisation of verification and 
validation of microservice components within limi
ted resources requires further investigation.

Problem Statement

The paper aims to develop an architecture and 
algorithms for a modular system for automating 
technological processes in multi-channel retail and 
service SMBs based on a microservice approach, as 
well as to establish a methodology for verifying and 
validating the microservice implementation of its 
components.

The Challenge of Automating Small Businesses 
During Martial Law Conditions

Since 2022, small businesses have been opera
ting under conditions that systematically differ from 
the peaceful model of information system operation. 
Attacks on Ukraine’s energy infrastructure, which 
began in October 2022, resulted in damage to ap-
proximately 50 % of the country’s generating capa
city as of early 2023. Available generating capacity 
fell by 51 % between the beginning of 2022 and 
April 2023. In November 2022 alone, up to 55 % 
of electricity supply was lost on some days, and the 
average Ukrainian household spent approximately 
five weeks without electricity during the period Oc-
tober-December 2022. In subsequent years, power 
outage schedules became a constant element in pro-
duction planning.

Mobilisation, evacuation, and relocation of 
personnel reduce the available workforce and force 
a portion of employees to work remotely. Damage 
to warehouses and disruptions to supply chains re-
quire the inventory system to quickly readjust sup-
ply chain routing. Businesses remain in a state of 
cautious recovery with limited resources for infra-
structure investments, rendering traditional models 
for implementing large ERP platforms unsuitable 
for SMBs. While e-commerce volume in Ukraine 
reached UAH 239 billion with a 25 % year-on-year 
growth, and the national digitalisation strategy for 
the economy [11] necessitates that businesses simul-
taneously support both physical and online sales. 
This significantly increases demands on the system’s 
integration capabilities.

These constraints yield six architectural re-
quirements for the small business automation system: 
operation in degraded mode upon failure of indi-
vidual components; portability between on-premises 
and cloud infrastructure; phased deployment from 
critical modules to peripheral ones; low Total Cost 
of Ownership (TCO) through an open-source tech-
nology stack; multi-channel integration within a 
unified data model; remote access with audit trails. 
Traditional monolithic ERP and CRM systems only 
satisfy a subset of these requirements, necessitating a 
transition to a microservice architecture.

Business Profile of the Target Domain

The targeted class of activity is defined as 
multi-channel retail and service small busines
ses. These are enterprises with up to 50 employees 
that simultaneously sell products through a physi-
cal point of sale, an online store, and a service de-
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partment or catering service. They require inventory 
management with warranty and after-sales support, 
operate on thin margins, and have limited IT bud-
gets that preclude the implementation of large ERP 
platforms. This class includes retail stores with re-
pair services, small food establishments with cate
ring, online stores with their own warehouse, and 
small manufacturing enterprises with their own retail 
network. Information flows in such businesses cover 
procurement and replenishment of inventory, ware-
house accounting, sales through physical and online 
channels, after-sales service, financial settlements, 
and personnel accounting.

Automation System Architecture

The architectural solution is tailored to the six 
requirements outlined in the previous section. De-
composition into independent microservices based 
on business functions, aligned with typical deploy-
ment patterns for microservice architectures [12], 
implements the requirements for partial availabili-
ty and phased implementation: each service has its 
own database and deployment lifecycle, preventing 
cascading failures. Containerisation of services and 
declarative infrastructure description ensure porta-
bility between on-premises servers and the cloud. 
An open-source technology stack (ASP.NET Core, 
PostgreSQL, MongoDB, RabbitMQ, gRPC) reduc-
es ownership costs and eliminates vendor lock-in.  
A single Product catalogue and Webretail/Shop 

adapters with support for REST, WebSocket, MQTT 
for external integrations facilitate multi-channel 
functionality. Web access and auditing are imple-
mented through a Gateway with JWT authentication 
and Identity with role-based access control.

The overall system architecture is depicted in 
Fig. 1. The architecture consists of three horizon-
tal layers: the client channel level (physical point of 
sale, web storefront, mobile application, IoT devi
ces), the API gateway and security level (Gateway, 
Identity), and the business services and data level 
(Act, Service, Product, Financial, Shop, Webretail, 
Fileservice each with its own persistent storage). 
Asynchronous events and commands are transmitted 
through a message broker.

Five architectural characteristics have been de-
fined for the system: resilience through the isolation 
of failures in individual services, portability through 
containerisation, scalability through independent 
horizontal scaling of critical services, evolvability 
through clear contracts between services, and low 
TCO due to the use of an open-source technology 
stack. These characteristics serve as criteria for veri-
fication and validation.

Microservice Implementation of Components

Each service implements a defined area of re-
sponsibility, has its own data store, and its own set 
of algorithms. A list of components is summarised 
in Table 1.

Fig. 1. System architecture: components and interactions
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The technological stack is unified: ASP.NET 
Core for service implementation and REST APIs, 
PostgreSQL for critical data, MongoDB for dynamic 
structures (Service uses both). Interaction between 
services is organised in two types: synchronous re-
quests via REST and gRPC (gRPC for inter-ser-
vice communication with strict typing) and asyn-
chronous events through RabbitMQ. The sequence 
of processing a typical order placement scenario is 
shown in Fig. 2.

The order processing algorithm consists of the 
following steps. A user submits a request via We-
bretail. The request passes through Gateway, where 
JWT verification is performed in the Identity service. 
Upon success, the request is forwarded to Product 
for stock reservation. Product publishes a reservation 
event in RabbitMQ, which Financial (amount cal-
culation) and Webretail (storefront update) are sub-
scribed. After payment confirmation, Financial pub-
lishes a transaction completion event, subscribed to 

Table 1. List of system microservices

Service Area of Responsibility Key Algorithms

Gateway Single point of entry, routing, rate limiting
URL template routing, rate limiting, JWT 

pre-verification

Identity Authentication, authorisation, roles, audit
JWT issuance and verification, RBAC, 

action logging

Act
Documents, Statements, invoices, receipts, 

inventory
Verification of related data, number genera-

tion, cancellation processing

Service After-sales service, catering events
Resource planning, stage completion  

tracking

Product
Product catalogue, inventory balances, product 

operations
Data normalisation, balance recalculation, 

RabbitMQ notifications

Financial
Financial transactions, payments, currencies, 

receipts
Transaction confirmation, currency  

conversion, logging

Shop Business units, statistics, personnel accounting Salary calculation, indicator aggregation

Webretail Frontend solutions for retail and online store Storefront synchronisation, cart processing

Fileservice File storage, media, documents
Type checking, size optimisation, access 

control

Fig. 2. Order processing sequence between services
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by Act (document generation), Product (inventory 
deduction), and Shop (statistics). In case of failure 
at any stage, a compensating transaction is triggered 
to roll back the system state.

Examples, Verification, and Validation

The system has been tested on four types of 
enterprises belonging to the targeted class. In a bi-
cycle shop with a repair workshop, active services 
Product, Shop, Service, Financial, Act supported a 
catalogue of bicycles and spare parts, a cash regis-
ter zone, service requests for repairs, fiscal receipts, 
and work completion certificates. In an online store, 
services Webretail, Product, Financial, Fileservice, 
Act, Identity provided a web storefront, shopping 
cart, integration with a payment gateway, and order 
processing with logic for returning to the visitor da-
tabase in case of failure. In a restaurant with cate
ring, services Product, Act, Financial, Service, Shop 
maintained a menu catalogue, inventory write-off 
records, expense accounting by shift, catering event 
planning, and personnel management. In a full pro-
duction-to-sales cycle model, all nine services were 
active, covering raw material procurement, produc-
tion stages, warehouse accounting, sales, and finan-
cial analysis.

Verification of the microservice implementa-
tion is performed according to modern practices at 
five levels. Unit testing checks the correctness of the 
business logic of each service in isolation from exter-
nal dependencies. Integration testing verifies the in-
teraction of a service with its own database, message 
broker, and adjacent services. Contract testing crea
tes tests from the provider and consumer side for 
each gRPC and REST contract, allowing updates to 
individual services without a full system regression. 
End-to-end testing* reproduces typical business 

scenarios (order placement, service request, salary 
calculation) that pass through all involved services. 
Resilience testing (chaos tests) intentionally disables 
services and damages connections between them to 
test the system’s transition into degraded mode.

Validation links each architectural characteris-
tic to a target verification type (Table 2).

Quantitative indicators from pilot launches (re-
sponse time, throughput, error rate, recovery time 
after failure) are not provided in this publication, as 
accumulating such data requires long-term observa-
tion. This is a subject of separate research.

Conclusions

1.	Existing business automation solutions (SAP 
ERP, Microsoft Dynamics 365, Oracle NetSuite, 
BAS ERP, Parus) are primarily designed for stable 
infrastructure and significant implementation bud-
gets, fail to sufficiently address the specificities of 
operating in conditions of unstable infrastructure 
and limited resources. This work formulated six spe-
cific requirements for a multi-channel retail and ser-
vice automation system for small businesses in mar-
tial law conditions and identified five architectural 
characteristics: resilience, portability, scalability, 
evolvability, and low TCO.

2.	A modular microservice architecture is pro-
posed, where each architectural solution is tied to a 
specific requirement of the targeted class of activity 
and algorithms for the interaction of nine services 
through standardised APIs and a message broker. 
Unlike existing monolithic solutions, the proposed 
architecture ensures operation in degraded mode 
upon failure of individual components, portabili-
ty between local and cloud infrastructure, phased 
deployment, and the avoidance of vendor lock-in 
thanks to an open-source technology stack.

Table 2. Linking architectural characteristics to verification types

Characteristic Type of Verification Example Scenario

Resilience Chaos testing
Disabling Financial: Webretail keeps orders in “awaiting payment” state; 

after Financial recovery, it processes the queue

Portability Migration run
Deploying the entire stack from local hosting to the cloud based on a 

manifest, verifying data integrity

Scalability Load testing
Increasing requests to Product by 10 times: horizontal scaling of instanc-

es without affecting other services

Evolvability Contract testing
Updating Identity with the addition of a role: backward compatibility 

with consumers is maintained

Low TCO Calculated validation
Comparing required resources and licenses with market prices for the 

SME segment
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3.	Based on the proposed architecture, the 
problem of building an enterprise information sys-
tem is solved, which maintains functionality during 
power outages and internet connectivity issues and 
integrates all sales channels in a single environment. 
A verification and validation methodology is pro-
posed that covers five levels of testing and links each 
architectural characteristic to the appropriate verifi-
cation type. The practical implementation has been 
tested on four types of enterprises: a bicycle shop 
with a repair workshop, an online store, a restaurant 

with catering, and a full production-to-sales cycle 
model.

4.	 Further work involves accumulating quanti-
tative performance indicators of the system (average 
response time, throughput, error rate, recovery time 
after failure) over an extended monitoring period, 
expanding the system with modules for demand 
forecasting and inventory optimisation based on ma-
chine learning, as well as integrating with industrial 
IoT devices for managing small-scale manufacturing 
processes.
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Є.В. Панкратов, Г.С. Тимчик

МІКРОСЕРВІСНА АРХІТЕКТУРА ТА АЛГОРИТМИ МОДУЛЬНОЇ СИСТЕМИ АВТОМАТИЗАЦІЇ ТЕХНОЛОГІЧНИХ ПРОЦЕСІВ 
МАЛОГО БІЗНЕСУ

Проблематика. Малий і середній бізнес в Україні працює в умовах одночасної дії двох викликів: довготривалий воєнний 
стан з ударами по енергетичній інфраструктурі й необхідність цифрової трансформації для збереження конкурентоспроможності. 
Наявні ERP- і CRM-системи розраховані на стабільну інфраструктуру і великі бюджети впровадження і слабо пристосовані 
до режиму часткової роботи, швидкої міграції між власним і хмарним середовищем, поетапного розгортання за обмеженого 
бюджету. Це створює потребу в архітектурних рішеннях для класу малого торгово-сервісного бізнесу з багатоканальною 
реалізацією.

Мета. Розробити архітектуру й алгоритми модульної системи цифрової автоматизації для багатоканального торгово-
сервісного малого бізнесу в умовах воєнного стану та запропонувати методологію верифікації і валідації мікросервісної реалізації 
її компонентів.

Методика реалізації. Архітектура побудована за принципом «мікросервіс на бізнес-функцію» з розподілом між дев’ятьма 
сервісами. Взаємодія проходить через стандартизовані API (REST, gRPC) та асинхронний обмін повідомленнями (RabbitMQ). 
Методологія верифікації і валідації спирається на сучасні практики тестування мікросервісних систем: модульне, контрактне, 
інтеграційне, наскрізне та хаос-тестування. Апробацію проведено на чотирьох типах підприємств.

Результати дослідження. Архітектура забезпечує роботу системи в режимі часткової доступності у разі відмови окремих 
сервісів, переносимість між локальною і хмарною інфраструктурою, поетапне розгортання за обмеженого бюджету й відсутність 
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вендор-локу завдяки відкритому стеку. Методологія верифікації і валідації покриває п’ять рівнів тестування і прив’язує кожну 
архітектурну вимогу до конкретного типу перевірки.

Висновки. Модульна мікросервісна архітектура придатна для класу багатоканального торгово-сервісного малого бізнесу 
в умовах нестабільної інфраструктури. Подальша робота передбачає накопичення кількісних показників експлуатації та інтеграцію 
із прогнозними модулями на основі машинного навчання.

Ключові слова: мікросервісна архітектура; малий бізнес; цифрова автоматизація; багатоканальна реалізація; верифікація 
і валідація; воєнний стан.
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