52 KPI Science News  ISSN 2617-5509 (print), ISSN 2663-7472 (online) 2026 /2

DOI: https://doi.org/10.20535/kpisn.2026.2.351804
UDC 614.2+574/578+004.38

Ye.V. Pankratov", https://orcid.org/0009-0004-1508-3053
G.S. Tymchik!, https://orcid.org/0000-0003-1079-998X

'National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute”,
Kyiv, Ukraine, https://ror.org/00syn5v21

*Corresponding author: evegennomad@gmail.com

MICROSERVICE ARCHITECTURE AND ALGORITHMS OF A MODULAR AUTOMATION
SYSTEM FOR SMALL BUSINESS TECHNOLOGICAL PROCESSES

Background. Small and medium-sized businesses in Ukraine operate under two simultaneous pressures: a prolonged
martial law with strikes on energy infrastructure, and the need for digital transformation to remain competitive. Existing
ERP and CRM systems assume stable infrastructure and large implementation budgets and are poorly suited to par-
tial-availability operation, fast migration between on-premises and cloud environments, and phased deployment within
tight budgets. This creates a need for architectural solutions for the class of small multi-channel retail-service businesses.
Objective. The paper aims to develop the architecture and algorithms of a modular digital automation system for the
multi-channel retail-service small business class under martial law conditions, and to propose a verification and valida-
tion methodology for the microservice implementation of its components.

Methods. The architecture follows the principle of one microservice per business function and distributes responsibilities
among nine services. Service interactions go through standardised APIs (REST, gRPC) and asynchronous messaging
(RabbitMQ). The verification and validation methodology covers unit, contract, integration, end-to-end, and chaos
testing. Validation was carried out on four enterprise types: retail with service support, e-commerce, food service with
catering, and a full production-and-sales model.

Results. The architecture supports partial-availability operation when individual services fail, portability between
on-premises and cloud infrastructure, phased deployment within tight budgets, and the absence of vendor lock-in due
to the open-source stack. The proposed verification and validation methodology covers five testing levels and ties each
architectural concern to a specific check type.

Conclusions. The modular microservice architecture is suitable for the class of multi-channel retail-service small busi-
nesses operating under unstable infrastructure conditions. Further work covers the collection of quantitative operational
metrics and the integration of machine-learning-based forecasting modules.

Keywords: microservice architecture; small business; digital automation; multi-channel sales; verification and valida-
tion; martial law.

Introduction

Small and medium-sized businesses (SMBs) in
Ukraine form the backbone of the country’s econo-
my: according to OECD estimates, these enterpris-
es comprise 99.9 % of all business entities, provide
81.6 % of business employment, and generate 70.2 %
of added value. Since 2022, this sector has been ope-
rating under systematic constraints: infrastructure
destruction, electricity outage schedules, mobilisa-
tion of personnel, relocation from combat zones,
and reduced consumer purchasing power. According

to UNDP data, only about 57 % of SMBs were ope-
rational in March-April 2022; by 2023, this figure
partially recovered to 84 %, and it has remained at
approximately 85 % throughout 2024—2025. Along-
side these crisis-related limitations, the demand
for digital tools is rising: in 2024, Ukrainians spent
UAH 239 billion on online goods and services, a
25 % increase from 2023, and the share of e-com-
merce in retail turnover reached 10 %. This creates
a contradiction between limited enterprise resour-
ces and the simultaneous growth in requirements for
digital support of operational processes.
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Analysis of Previous Research and Publications

The issue of ensuring the functionality of a
small business as a cyber-physical system supported
by a digital twin is addressed in the authors’ previous
work [1]. Physical models for cyber-physical systems
that combine software control levels with real pro-
duction processes are discussed in [2]. The question
of evaluating the reliability of information obtained
from sensors in cyber-physical systems is investiga-
ted in [3]. A systemic strategy for guaranteed safety
of complex engineering systems, where the software
component ensures continuous operation, is formu-
lated in [4]. The classic approach to software archi-
tecture design based on architectural characteristics
and decision-making heuristics is summarised by
L. Bass, P. Clements, and R. Kazman [5]. Princi-
ples of building microservice systems, service lifecyc-
le, and observability issues are thoroughly elaborated
by S. Newman [6]. The REST architectural style
and its application in distributed systems are for-
mulated in R. Fielding’s dissertation [7]. A gene-
ralised definition of microservice architecture as a
paradigm for building corporate systems is intro-
duced by M. Fowler and J. Lewis [8]. Basic prin-
ciples of building distributed systems (asynchronous
communication, fault tolerance, state consistency)
are systematically presented by A.S. Tanenbaum and
M. van Steen [9]. Engineering aspects of software
architecture design tied to specific classes of prob-
lems are considered by I. Horton [10].

While these proceedings address individual
components of the problem, they do not encom-
pass the specific class of enterprises in question:
multi-channel retail and service SMBs operating
during martial law conditions. The issue of forma-
lising system automation requirements under unstab-
le infrastructure conditions remains unresolved, as
does the construction of an architecture with an ex-
plicit link between technical solutions and business
requirements for this particular class of enterprise.
Additionally, the organisation of verification and
validation of microservice components within limi-
ted resources requires further investigation.

Problem Statement

The paper aims to develop an architecture and
algorithms for a modular system for automating
technological processes in multi-channel retail and
service SMBs based on a microservice approach, as
well as to establish a methodology for verifying and
validating the microservice implementation of its
components.

The Challenge of Automating Small Businesses
During Martial Law Conditions

Since 2022, small businesses have been opera-
ting under conditions that systematically differ from
the peaceful model of information system operation.
Attacks on Ukraine’s energy infrastructure, which
began in October 2022, resulted in damage to ap-
proximately 50 % of the country’s generating capa-
city as of early 2023. Available generating capacity
fell by 51 % between the beginning of 2022 and
April 2023. In November 2022 alone, up to 55 %
of electricity supply was lost on some days, and the
average Ukrainian household spent approximately
five weeks without electricity during the period Oc-
tober-December 2022. In subsequent years, power
outage schedules became a constant element in pro-
duction planning.

Mobilisation, evacuation, and relocation of
personnel reduce the available workforce and force
a portion of employees to work remotely. Damage
to warehouses and disruptions to supply chains re-
quire the inventory system to quickly readjust sup-
ply chain routing. Businesses remain in a state of
cautious recovery with limited resources for infra-
structure investments, rendering traditional models
for implementing large ERP platforms unsuitable
for SMBs. While e-commerce volume in Ukraine
reached UAH 239 billion with a 25 % year-on-year
growth, and the national digitalisation strategy for
the economy [11] necessitates that businesses simul-
taneously support both physical and online sales.
This significantly increases demands on the system’s
integration capabilities.

These constraints yield six architectural re-
quirements for the small business automation system:
operation in degraded mode upon failure of indi-
vidual components; portability between on-premises
and cloud infrastructure; phased deployment from
critical modules to peripheral ones; low Total Cost
of Ownership (TCO) through an open-source tech-
nology stack; multi-channel integration within a
unified data model; remote access with audit trails.
Traditional monolithic ERP and CRM systems only
satisfy a subset of these requirements, necessitating a
transition to a microservice architecture.

Business Profile of the Target Domain

The targeted class of activity is defined as
multi-channel retail and service small busines-
ses. These are enterprises with up to 50 employees
that simultaneously sell products through a physi-
cal point of sale, an online store, and a service de-
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partment or catering service. They require inventory
management with warranty and after-sales support,
operate on thin margins, and have limited IT bud-
gets that preclude the implementation of large ERP
platforms. This class includes retail stores with re-
pair services, small food establishments with cate-
ring, online stores with their own warehouse, and
small manufacturing enterprises with their own retail
network. Information flows in such businesses cover
procurement and replenishment of inventory, ware-
house accounting, sales through physical and online
channels, after-sales service, financial settlements,
and personnel accounting.

Automation System Architecture

The architectural solution is tailored to the six
requirements outlined in the previous section. De-
composition into independent microservices based
on business functions, aligned with typical deploy-
ment patterns for microservice architectures [12],
implements the requirements for partial availabili-
ty and phased implementation: each service has its
own database and deployment lifecycle, preventing
cascading failures. Containerisation of services and
declarative infrastructure description ensure porta-
bility between on-premises servers and the cloud.
An open-source technology stack (ASP.NET Core,
PostgreSQL, MongoDB, RabbitMQ, gRPC) reduc-
es ownership costs and eliminates vendor lock-in.
A single Product catalogue and Webretail/Shop

adapters with support for REST, WebSocket, MQTT
for external integrations facilitate multi-channel
functionality. Web access and auditing are imple-
mented through a Gateway with JWT authentication
and Identity with role-based access control.

The overall system architecture is depicted in
Fig. 1. The architecture consists of three horizon-
tal layers: the client channel level (physical point of
sale, web storefront, mobile application, IoT devi-
ces), the API gateway and security level (Gateway,
Identity), and the business services and data level
(Act, Service, Product, Financial, Shop, Webretail,
Fileservice each with its own persistent storage).
Asynchronous events and commands are transmitted
through a message broker.

Five architectural characteristics have been de-
fined for the system: resilience through the isolation
of failures in individual services, portability through
containerisation, scalability through independent
horizontal scaling of critical services, evolvability
through clear contracts between services, and low
TCO due to the use of an open-source technology
stack. These characteristics serve as criteria for veri-
fication and validation.

Microservice Implementation of Components

Each service implements a defined area of re-
sponsibility, has its own data store, and its own set
of algorithms. A list of components is summarised
in Table 1.

e e —————— -

API gateway & securlty

Identity
JWT, RBAC, audit

Gateway
REST routing, rate limit

Business services

E\(Act) (Sew.ce) (prosuee ) ((rnanciar ) ("snop ) (‘webretan | (F..esew.ce)g

___________________

Fig. 1. System architecture: components and interactions
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Table 1. List of system microservices

Service Area of Responsibility Key Algorithms
. . . L URL template routing, rate limiting, JWT
Gateway Single point of entry, routing, rate limiting p 'g . 8
pre-verification
. . .. . JWT issuance and verification, RBAC,
Identity Authentication, authorisation, roles, audit . .
action logging
Act Documents, Statements, invoices, receipts, Verification of related data, number genera-
inventory tion, cancellation processing
. . . Resource planning, stage completion
Service After-sales service, catering events p 5 . 8 p
tracking
Product catalogue, inventory balances, product | Data normalisation, balance recalculation,
Product . . . .
operations RabbitMQ notifications
Financial Financial transactions, payments, currencies, Transaction confirmation, currency
receipts conversion, logging
Shop Business units, statistics, personnel accounting Salary calculation, indicator aggregation
Webretail Frontend solutions for retail and online store Storefront synchronisation, cart processing
. . . . Type checking, size optimisation, access
Fileservice File storage, media, documents P & contrrc)) |

The technological stack is unified: ASP.NET
Core for service implementation and REST APIs,
PostgreSQL for critical data, MongoDB for dynamic
structures (Service uses both). Interaction between
services is organised in two types: synchronous re-
quests via REST and gRPC (gRPC for inter-ser-
vice communication with strict typing) and asyn-
chronous events through RabbitMQ. The sequence
of processing a typical order placement scenario is
shown in Fig. 2.

The order processing algorithm consists of the
following steps. A user submits a request via We-
bretail. The request passes through Gateway, where
JWT verification is performed in the Identity service.
Upon success, the request is forwarded to Product
for stock reservation. Product publishes a reservation
event in RabbitMQ, which Financial (amount cal-
culation) and Webretail (storefront update) are sub-
scribed. After payment confirmation, Financial pub-
lishes a transaction completion event, subscribed to
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Fig. 2. Order processing sequence between services
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by Act (document generation), Product (inventory
deduction), and Shop (statistics). In case of failure
at any stage, a compensating transaction is triggered
to roll back the system state.

Examples, Verification, and Validation

The system has been tested on four types of
enterprises belonging to the targeted class. In a bi-
cycle shop with a repair workshop, active services
Product, Shop, Service, Financial, Act supported a
catalogue of bicycles and spare parts, a cash regis-
ter zone, service requests for repairs, fiscal receipts,
and work completion certificates. In an online store,
services Webretail, Product, Financial, Fileservice,
Act, Identity provided a web storefront, shopping
cart, integration with a payment gateway, and order
processing with logic for returning to the visitor da-
tabase in case of failure. In a restaurant with cate-
ring, services Product, Act, Financial, Service, Shop
maintained a menu catalogue, inventory write-off
records, expense accounting by shift, catering event
planning, and personnel management. In a full pro-
duction-to-sales cycle model, all nine services were
active, covering raw material procurement, produc-
tion stages, warehouse accounting, sales, and finan-
cial analysis.

Verification of the microservice implementa-
tion is performed according to modern practices at
five levels. Unit testing checks the correctness of the
business logic of each service in isolation from exter-
nal dependencies. Integration testing verifies the in-
teraction of a service with its own database, message
broker, and adjacent services. Contract testing crea-
tes tests from the provider and consumer side for
each gRPC and REST contract, allowing updates to
individual services without a full system regression.
End-to-end testing®* reproduces typical business

scenarios (order placement, service request, salary
calculation) that pass through all involved services.
Resilience testing (chaos tests) intentionally disables
services and damages connections between them to
test the system’s transition into degraded mode.

Validation links each architectural characteris-
tic to a target verification type (Table 2).

Quantitative indicators from pilot launches (re-
sponse time, throughput, error rate, recovery time
after failure) are not provided in this publication, as
accumulating such data requires long-term observa-
tion. This is a subject of separate research.

Conclusions

1. Existing business automation solutions (SAP
ERP, Microsoft Dynamics 365, Oracle NetSuite,
BAS ERP, Parus) are primarily designed for stable
infrastructure and significant implementation bud-
gets, fail to sufficiently address the specificities of
operating in conditions of unstable infrastructure
and limited resources. This work formulated six spe-
cific requirements for a multi-channel retail and ser-
vice automation system for small businesses in mar-
tial law conditions and identified five architectural
characteristics: resilience, portability, scalability,
evolvability, and low TCO.

2. A modular microservice architecture is pro-
posed, where each architectural solution is tied to a
specific requirement of the targeted class of activity
and algorithms for the interaction of nine services
through standardised APIs and a message broker.
Unlike existing monolithic solutions, the proposed
architecture ensures operation in degraded mode
upon failure of individual components, portabili-
ty between local and cloud infrastructure, phased
deployment, and the avoidance of vendor lock-in
thanks to an open-source technology stack.

Table 2. Linking architectural characteristics to verification types

Characteristic Type of Verification Example Scenario
. . Disabling Fi ial: Webretail ki ders in “awaiti t” state;
Resilience Chaos testing isabling Financia . e .re ail keeps qr ers in “awaiting payment” state;
after Financial recovery, it processes the queue
.. . Deploying the entire stack from local hosting to the cloud based on a
Portability Migration run ploying . o . & .
manifest, verifying data integrity
. . Increasing requests to Product by 10 times: horizontal scaling of instanc-
Scalability Load testing g 1eq . Y . . &
es without affecting other services
- . Updating Identity with the addition of a role: backward compatibilit
Evolvability Contract testing p & fywi . ! . . W palibritty
with consumers is maintained
Low TCO Calculated validation Comparing required resources and licenses with market prices for the
SME segment
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3. Based on the proposed architecture, the
problem of building an enterprise information sys-
tem is solved, which maintains functionality during
power outages and internet connectivity issues and
integrates all sales channels in a single environment.
A verification and validation methodology is pro-
posed that covers five levels of testing and links each
architectural characteristic to the appropriate verifi-
cation type. The practical implementation has been
tested on four types of enterprises: a bicycle shop
with a repair workshop, an online store, a restaurant

with catering, and a full production-to-sales cycle
model.

4. Further work involves accumulating quanti-
tative performance indicators of the system (average
response time, throughput, error rate, recovery time
after failure) over an extended monitoring period,
expanding the system with modules for demand
forecasting and inventory optimisation based on ma-
chine learning, as well as integrating with industrial
IoT devices for managing small-scale manufacturing
processes.
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€.B. MaHkpatos, I.C. Tumuuk

MIKPOCEPBICHA APXITEKTYPA TA ANFTOPUTMU MOAYNbHOI CUCTEMW ABTOMATW3ALIT TEXHONOIMYHMX MPOLIECIB
MAJOIro BIBHECY

Mpobnematuka. Manuii i cepepHin 6isHec B YKpaiHi npautoe B yMoBax OAHOYACHOI Aii ABOX BUKIUKIB: JOBrOTPUBANUA BOEHHWUI
CTaH 3 yaapamu no eHepreTuYHii iHppacTpyKTypi 1 HEOBXiAHICTb LMdPOBOI TpaHcdopMalLlii ANs 36epexeHHS KOHKYPEHTOCMPOMOXHOCTI.
HaseHi ERP- i CRM-cuctemmn pospaxoBaHi Ha cTabinbHy iHdpacTpyKTypy i Benuki GromkeT BNpoBagXeHHS i cnabo npucTocoBaHi
[0 pexvMy 4acTkoBOi pobOTH, WBUAKOI Mirpauii MK BMACHUM i XMapHUM cepefoBULLEM, MOETarnHOro po3ropTaHHs 3a 0bMexeHoro
6rooxeTy. Lle ctBoptoe noTpeby B apxiTEKTYpHWUX PIlLEHHSAX ANS Kriacy maroro TOproBo-cepBicHOro 6isHecy 3 6GaraTtokaHanbHOK
peanisauieto.

MeTa. Po3pobutn apxiTektypy # anropuTMm MOAYIbHOI cMcTeMMU UMAPOBOI aBTOMaTM3aLlii Ansi 6aratokaHanbHOro TOProBo-
cepBicHOro marnoro 6i3Hecy B yMOBax BOEHHOrO CTaHy Ta 3anponoHyBaTy MeTOAO0NOri0 BepudikaLii i Banigauii mikpocepsicHoi peanisauii
i1 KOMMOHEHTIB.

MeToauka peanisauii. ApxiTektypa nobygoBaHa 3a NPUHLMNOM «MIKPOCEPBIC Ha Bi3Hec-(yHKLio» 3 PO3MOAINOM MiX AeB'aTbMa
cepsicamun. B3aemopia npoxoanTb yepes ctaHgaptmsosaHi APl (REST, gRPC) ta acuHxpoHHuii obmiH nosigomnenHamu (RabbitMQ).
MeTtoponoris Bepudikauii i Banigauii cnMpaeTbCca Ha Cy4YacHi NPakTUKM TECTYBaHHA MIKPOCEPBICHMX CUCTEM: MOAYIbHE, KOHTPaKTHe,
iHTerpauiniHe, HacKpi3He Ta xaoc-TecTyBaHHs. AnpobaLito NpoBeAeHO Ha YOTUPbLOX TUMax MiANPUEMCTB.

PesynbTaTtn gocnimkeHHs. ApxiTektypa 3abesnedye poboTy CUCTEMM B PEXUMI HaCTKOBO| AOCTYMHOCTI Y pasi BiAMOBU OKPEMMX
cepBiciB, NEPEHOCHMMICTb MiX JTOKAINbHO | XMapPHO IHPPACTPYKTYPOLO, NOETanHe PO3ropTaHHsi 3a 0OMeXeHOro OrooKeTy 1 BiACYTHICTb
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BEHZOP-NOKY 3aBASKU Bigkputomy cteky. MeTtoponoris Bepudikauii i Banigauii nokpvBae N'sATb PiBHIB TECTYBAHHS i NMPUB’'A3YE KOXHY
apxiTeKTYpHY BUMOTY 0 KOHKPETHOro TUMy nepeBipKu.

BucHoBku. MoaynbHa MiKpocepBicHa apxiTekTypa npuaaTtHa Ans knacy 6aratokaHanbHOro TOproBo-CepBiCHOro manoro GisHecy
B yMOBax HecTabinbHoi iHppacTpykTypw. MogansLia poboTta nepeabavae HaKOMUYEHHS KiNbKiCHNX NOKa3HUKIB ekcrnyaTadii Ta iHTerpawito
i3 NPOrHO3HUMK MOAYMSAMM Ha OCHOBI MaLLUMHHOTO HaBYaHHSI.

KntoyoBi crnoBa: mikpocepBicHa apxiTekTypa; manuii bisHec; uMdgpoBa aBToMaTU3aLis; 6araTokaHanbHa peanisadisi; Bepudikadis
i Banigauisi; BOEHHUI CTaH.
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