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BAYESIAN MODELLING OF RISKS OF VARIOUS ORIGIN

Background. Financial as well as many other types of risks are inherent to all types of human activities. The problem is
to construct adequate mathematical description for the formal representation of risks selected and to use it for possible
loss estimation and forecasting. The loss estimation can be based upon processing available data and relevant expert
estimates characterizing history and current state of the processes considered. An appropriate instrumentation for mod-
elling and estimating risks of possible losses provides probabilistic approach including Bayesian techniques known today
as Bayesian programming methodology.

Objective. The purpose of the paper is to perform overview of some Bayesian data processing methods providing a
possibility for constructing models of financial risks selected. To use statistical data to develop a new model of Bayesian
type so that to describe formally operational risk that can occur in the information processing procedures.

Methods. The methods used for data processing and model constructing refer to Bayesian programming methodology.
Also Bayes theorem was directly applied to operational risk assessment in its formulation for discrete events and discrete
parameters.

Results. The proposed approach to modelling was applied to building a model of operational risk associated with in-
correct information processing. To construct and apply the model to risk estimation the risk problem was analysed,
appropriate variables were selected, and prior conditional probabilities were estimated. Functioning of the models con-
structed was demonstrated with illustrative examples.

Conclusions. Modelling and estimating financial and other type of risks is important practical problem that can be
solved using the methodology of Bayesian programming providing the possibility for identification and taking into
consideration uncertainties of data and expert estimates. The risk model constructed with the methodology proposed
illustrates the possibilities of applying the Bayesian methods to solving the risk estimation problems.

Keywords: financial processes; financial risks; Bayesian programming methodology; risk estimation.

Introduction

Repeating financial crises, unfavourable chang-
es of climate, local military conflicts between many
countries of the world and fighting terrorists in mul-
tiple locations give an evidence for high necessity of
solving the problems of analysis and management
of growing various type risks in every area of hu-
man activity. Together with these highly unfavour-
able for economic and social developments events
the facts are revealed that existing methods of risk
analysis, and modelling the situations concentrated
on creating their formal description and appropriate

risk management procedures usually come with
some delays or are inadequate for the quality risk
estimating and forecasting in conditions of multiple
random external disturbances (risk factors). This is
mostly explained by the high dynamics of modern
processes (especially financial ones, ecological and
climate changes), their high dimensionality, sophis-
ticated vertical and horizontal interconnections at
the level of separate companies, economy branches,
macro-economy as a whole and at the global level as
well [1]. Actually most of the risks met in everyday
life, including the risks of natural disasters, can be
analysed from the financial point of view, and this
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way we can find an estimate for possible loss and
construct appropriate risk management algorithms.

Sometimes mathematical models available are
too complicated for practical use, and the necessi-
ty emerges to create simpler formal descriptions of
risk, adequacy of which can be substantially different
from the ideal ones. Generally speaking any mod-
el represents somewhat simplified representation of
the world that can lead to incomplete description of
situations with uncertainties, inadequacy and wrong
forecasts as well as to incorrect decisions based upon
the forecasts. That is why one of the most urgent
problems that can be often met in the risk manage-
ment processes is development of appropriate mod-
els adequate enough for practical use. The models
should be acceptable for practitioners and, when
necessary, supplied with extra structural nonlinear
elements; they should have a possibility for correct-
ing prior expert estimates of parameters and initial
conditions, restrictions, experimental data, and with
clearly defined possible practical applications.

A substantial role regarding timely and high
quality problem solving to perform the risk mod-
elling and management plays systemic approach. It
means that the approach supposes taking into con-
sideration current market factors (including random
ones); possibly revealing new deterministic and sto-
chastic factors of influence (including the hidden
ones); estimating the scale and frequency of their
influence on the processes of interest; identifying
and taking into consideration possible structural,
statistical and parametric uncertainties met in the
processes of model constructing, estimating of fore-
casts for relevant processes development and esti-
mating respective risk. In most cases it is necessary
to perform correct problem stating and solving op-
timization problems directed towards risk loss min-
imization. Another problem related to systemic ap-
proach of risk analysis is in providing several sets of
statistical quality criteria related to analysis of data
quality, adequacy of models, quality of forecasts and
decision alternatives generated on the basis of the
models and forecasts. These sets of criteria provide
the possibility for achieving high quality results of
computing at each stage of data processing, model
constructing and risk estimation [2], [3]. Usually it
is more convenient to perform such analysis in the
frames of appropriately designed and implemented
specialized decision support system (DSS) [3].

Analysis of financial processes development
and their internal and external interaction within
the last several decades highlights the needs of spe-
cial attention, from the point of view of financial
risk management, for banking system, investment

and insurance as well as for large and medium level
firms. Especially sophisticated and highly dynamic
are financial processes in the area of market process-
es, insurance and respective risk situations. This is
explained by the fact that market and insurance ar-
eas are directly connected with many other dynamic
processes in international banking system, produc-
tion, tourism, cargo and passenger transportation,
and also with natural and industrial catastrophes etc.
Just market and actuarial activities are in the focus
of solving complex everyday financial problems at
all levels of economy and private activities. The ac-
tivities require correct practical applications of high
quality mathematical models, methods and knowl-
edge of data analysis techniques and procedures.
The mathematical methods and data models as well
as decision support systems based upon them do not
replace professionals making final decisions but they
provide the possibility for much deeper analysis and
understanding of related processes, for improved
data and expert estimates processing, for generating
possible objective alternatives, and select objectively
the best decision for specific application.

A crucial role in analysis of risk and estimat-
ing possible loss plays probabilistic approach to data
analysis, modelling and forecasting. Say, Bayesian
paradigm in the form of systemic Bayesian program-
ming creates appropriate probabilistic-and-statistical
instrumentation to fight uncertainties and provide ap-
propriate risk analysis results. Practically all the prob-
abilities we have to cope with in solving most prac-
tical problems in every area are conditional. These
conditions lead to emerging multiple special cases for
analysis of specific problems including risk manage-
ment. That is why application of the Bayesian model-
ling approach to risk analysis is very important, useful
and appropriate what is supported by many available
examples from the past developments.

The study is focused on some aspects of model-
ling and estimation of financial and some other type
of risks, application of related mathematical models
to solving practical risk estimation and forecasting
problems. The study supposes constructing and im-
plementation of appropriate DSS providing for all
necessary computational procedures for reaching
high quality results at each step of data analysis, risk
modelling and estimation.

Problem statement

The purpose of the study is to: determine basic
types of risks in different areas of human activities
and consider the possibilities for their mathemati-
cal description; determine the possibility of hiring
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Bayesian approach to constructing mathematical
models of financial as well as some other types of
risk, and show examples of constructing Bayesian
type models for stochastic financial process.

Operational risks

Definition of many types of risk including the
financial one is linked to the probability of events
that can be accompanied by some material loss,
and the level of the loss. An International Standard
Organization gave the following definition to risk:
“risk is a combination of probability for some event
and its consequences [4]”. The study [5] formulated
the following definition: “risk is a set of possible
scenarios, s, each of which is characterized by the
probability p,, and the consequence c¢,”. This defi-
nition is very general, robust and can be hired for
solving engineering and financial problems. The
most practical problems exhibit multivariate risk,
i.e. there exist multiple internal and external risk
factors that in combination create general situation
leading to emergence of risk.

For example, the actuarial activities are cha-
racterized by the set of multiple risks with the most
known among them are as follows: individual risks;
collective risks for one (short) period of time; col-
lective risks for long periods; high distributed risks
of loss; operational risks; non-return risk of cred-
it; bankruptcy risk, and other type of risks [6]—[8].
A substantial loss comes to companies and various
enterprises today due to availability of operation-
al risk that exists in any organization and can be
considered as the “universal” one. It can be viewed
as the risk of direct and indirect loss that comes to
being due to inappropriate organization of working
activities or inappropriate organization of internal
processes in a company, incorrect behaviour of a
company staff, and/or incorrect functioning of tech-
nical equipment, or due to influence of unfavourable
external factors.

The operational risk can also be provoked by
the absence of appropriate methods and means for
management of this type of risk. The operational risk
should be analysed qualitatively and quantitatively as
well as any other type of risk that requires collecting
and thorough analysing appropriate statistical data
and expert estimates. As far as emergence of the risk
is influenced by the most different events, the prob-
lems of collecting necessary data, model construc-
ting, and estimating the volume of possible loss and
its probability require substantial efforts of experts
in information technology, mathematical modelling,
forecasting and decision support systems.

As a possible source of statistical data could
serve insurances policies, that contain information
regarding possible insurance risks that come to being
due to the events resulting in operational loss. How-
ever, this is not the best possibility for collecting
necessary information because the policies contain
confidential information about clients, and the task
of processing policies is complicated, time consum-
ing process that is not distinguished with the infor-
mation completeness regarding the problem stated.
As of today, to get mathematical description for all
types of the insurance risks the following methods
are widely used: applied statistics, probability theo-
ry, fuzzy logic, Bayesian theory of data processing,
neural networks etc.

In the process of analysing the situations lead-
ing to appearance of financial risk it is important
to get objective information regarding current state
of insurance company from independent sources.
It is necessary to establish correctness of functioning
of the risk management department, to study the
information accessible for the department and the
methods of its processing. One of the most import-
ant characteristics of this information is its com-
pleteness, i.e. does it contain enough data for con-
structing the model capable to forecast the volume
of possible loss? It may turn out rather often that the
information is not complete for discovering all types
of possible risks that may emerge in a company. The
loss discovered may not reflect all possible types of
risks met by the company because not all possible
risks resulted in the loss and could be ignored.

In such cases additional analyses should be per-
formed directed towards discovering the following
events: (1) determining the moment of time when
the financial loss occurred as well as establishing
the fact of making the decision resulting in the loss;
(2) estimation of the possible income that company
could get in the case of avoiding the risky situation;
(3) distribution of actual financial loss among the
existing several possible risk factors when the num-
ber of actual risk factors is greater than one; (4) col-
lection of additional information from the company
personnel who is related to the risky situation that
took place. The purpose of the additional situational
analysis is reconstruction of the sequence of events
that actually resulted in the loss, discovering the rea-
sons for happening of the events and establishing
the possibilities of their avoiding. It would also be
logical to establish the reasons why the events were
not avoided. The probability always exists that not
all the losses were discovered and were taken into
account by the risk management department. That
is why the interaction with the company personnel
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can reveal additional information regarding other
possible loss that was avoided or it remains actual
for further studying.

Generally the procedure for identifying the
types of risks and their management can be repre-
sented in the form of the following cyclical sequence
of actions: (1) establishing the possible types of risk
for a company; (2) identification, studying, deep-
er understanding and description of the situations
that are favourable regarding development of the risk
factors; (3) a thorough analysis of possible risks with
establishing appropriate risk measures, loss estima-
tion and forecasting; (4) development and making
appropriate control decisions regarding specific risks
management; (5) tracking implementation into life
the managerial decisions developed, detecting and
analysis of the indicators for emergence of possible
risks; (6) making detailed reports on the actions di-
rected towards avoiding, ignoring or active control
of the situations with risk emergence. Implementa-
tion of the cyclical procedure for risk identification
and management of respective situations should be
based upon classification and continuous analysis of
possible risks for a selected company. Very often the
term is used like “enterprise risk” that includes all
possible risks for a specific enterprise. The enter-
prise risk is divided into basic risk for business and
operational risk; and both types of risk include their
specific components.

Today there exist a set of quantitative ap-
proaches to risk analysis that can be applied to solv-
ing the problem of deeper understanding the essence
and estimation the financial risk level. The methods
of this class include the following ones: (1) statis-
tical estimation — empirical studies; estimation of
maximum possible loss; construction of appropriate
probability distribution functions; linear and non-
linear regression analysis; (2) frequency analysis of
loss — frequency analysis of the level of loss; theory
of extreme values; stochastic differential equations;
(3) statistical Bayesian approach (Bayesian program-
ming techniques) — dynamic Bayesian models for
the systems under study; Bayesian belief networks
(BBN), and causal models; process development
charts; (4) artificial intelligence systems — neural nets,
neuro-fuzzy models and decision trees for client and
enterprises classification as well as estimation of the
possible loss risk; (5) Monte Carlo based models and
the mode switching models — generation of the de-
velopment scenarios, methods of income analysis;
strategic investment analysis; (6) expert estimation
and fuzzy logic — direct likelihood estimation for the
development scenarios; Delphi method; the models
for capital and price forming; market risk estimation

in actuarial studies; (7) practical approaches to risk
estimation and management — stress testing and sce-
nario analysis; industrial and business scenarios; dy-
namic financial analysis; market beta-comparison of
separate companies in the frames of market sectors.

The mathematical models that are hired for
the formal description of processes related to risk
estimation can be classified as deterministic and
stochastic. It is known that such models represent
simplified formal pictures of possible consequences
for the future uncertain events. The uncertainty is
represented in this case with the time of emergence
of the events and their consequences, as possible
loss that in most cases can be related to the finan-
cial one. Though it should be stressed that when
mathematical model is hired for a study the fore-
cast estimate can be computed in the form of quite
definite value but this “certainty” is based upon the
assumptions that are uncertain by their nature. It is
useful to remember that the data available practical-
ly always contain deterministic and stochastic com-
ponents, and this fact requires including at least one
stochastic variable into deterministic model.

This is related to the probability distributions
of random variables used for analysis, selection of
the methods for model structure and parameter es-
timation, determining the type and parameters for
stochastic disturbances, selecting the technique for
forecast estimation etc. If the assumptions accepted
in the process of model constructing correspond to
actual behaviour of the process being studied and the
future developments of the process correspond to
the forecast estimates generated by the model then
such estimates could be used for decision making.
Probabilistic models are directed to forecasting prob-
abilities of the events (processes) using the historical
information regarding former behaviour of the pro-
cesses. The models are based upon the hypothesis
and assumptions that are logically coordinated with
the probable development of the events in the fu-
ture taking into consideration possible uncertainties.
It should be noted here that the forecasts computed
with the models cannot be completely deterministic
(certain) because their complete certainty would ac-
tually mean practical uselessness of the model.

Bayesian programming methods

Today there exist a set of Bayesian methods
of filtering, modelling, forecasting and decision
making known under the general name of Bayesian
programming or Bayesian methodology. The
methodology provides the possibility for solving the
following problems:
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— constructing probabilistic and statistical models
(model structure and parameters estimation) using
statistical (experimental) data and expert estimates;

— computing final results on the basis of the
models created according to the specific problem
statement: estimates of forecasts; control actions;
estimates of variables and parameters using filters;
image recognition; making managerial decisions
regarding the process and systems under investigation,
and many other tasks;

— analysis of quality of the results received
at each stage of data processing by making use of
appropriate sets of quality criteria.

Some methods related to the Bayesian prog-
ramming methodology include the techniques in
short mentioned below.

1. Recursive Bayesian estimation: filtering, fore-
casting, and smoothing the data. The basic equation
of estimation has the following form:

P(S(K)[ 0(0)...0(k)) = P(O(k) | S(k)) %

§ {(P(S(k) | S(k—1))x }
s& | X(P(S(k —1)| O0)...0(k - 1) ’

where, S(0),..., S(k), is time series of state va-
riables; 0(0),..., O(k) is time series of observations;
P(S(k) | S(k -1)) is system or state transition model;
P(O(k) | S(k)) is conditional model for observations
that shows what would be observation at the mo-
ment k, if the system is in the state S(k).

This model can be used for computing future
distribution of states P(S(k + /) | 0(0)...0(k)) at the
moment k + / on the basis of the available observa-
tions 0(0),..., O(k).

When /=0, the filtering procedure is imple-
mented; if />0, then forecast estimate is genera-
ted, and when /<0, the data is being smoothed.
Smoothing means restoring of former state on the
basis of the observations received before or after the
moment of smoothing.

2. Hidden Markov models (HMM) — is modi-
fication of Bayesian filter which supposes that data is
discrete; the state transition models and observations
are defined by the probability matrices or conditional
probability tables. If the variables observed are contin-
uous such models are called semi-continuous HMM.

3. Optimal recursive Kalman filters (KF) can
process continuous or discrete data. The state tran-
sition and observation models are constructed in this
case with the use of Gaussian processes for describ-
ing external random disturbances and measurement
noise. If nonlinear models are hired then Tailor
expansion is used what results in application of
local linear models. For simultaneous estimation of

parameters and states an Extended Kalman Filter
(EKF) can be applied.

4. Particle (granular) filters (PF) are used for
data processing using the following distribution
model: P(S(k-1)|0(0),...,0(k-1)), where S()
is matrix of states, and O(-) is observation matrix.
The observations are approximated by the set of par-
ticles with weighting coefficients proportional to the
probabilities of their occurring. The state probabili-
ties are renewed by recursive procedure.

5. Static Bayesian networks (BN) are probabilistic
and statistical models used to describe formally
available data and expert estimates in conditions
of uncertainty. To the net variables are imposed
practically no restrictions, and no special semantics
is used for their description. Thus, definite freedom
exists for selecting the variables and constructing the
network model.

Graphically BN is represented by directed
acyclic graph the vertices of which are variables of
the network, and the arcs indicate existing condi-
tional relations between the variables. Formally the
model is described by the triple: BN ={V, G, T},
where V represents the set of variables for construct-
ing the net (data base); G is directed acyclic graph
constructed with application of optimization proce-
dures; T is conditional probability tables associat-
ed with the graph vertices (for parent vertices these
probabilities are unconditional).

The model parameters are created by condi-
tional probabilities in the conditional probability
tables. Continuous variables are represented by the
specific distributions. If BN contains both discrete
and continuous variables it is called a hybrid one.
Continuous variables in such cases are transformed
into discrete ones using known procedures.

The result of constructing and application of
BN is provided in the form probabilistic inference
like following: P(X' | Known), where Known means
the set of other network variables the probabilities
of states for which are known. Generally the proba-
bilistic inference generated by BN is in propagation
of probabilities and parameters of Gaussian distri-
bution laws over the whole network and depends
on availability of evidences — additional informa-
tion about the network states. The process of form-
ing (computing) the inference is based upon rather
complicated mathematical algorithms. One of the
simplest approaches is based upon Bayes rule.

6. Dynamic Bayesian networks (DBN) are
models of the same type as static BN but the dif-
ference is that they take into account dynamics of
the processes being modelled (i.e. their evolution in
time) as well as possible stochastic influences to the
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basic variables. Actually, DBN represents further
evolution of static networks directed towards taking
into consideration evolution of the processes con-
sidered in time. First static network is constructed
for the variables selected and data available, that is
considered as time invariant one. Then this model
structure is repeated for each next moment of time
with coming new observations (measurements).

7. Part of the model graph that corresponds to
the specific moment of time #,, or simply %, is called
time cross-section. If hypothesis is accepted that the
current system state (being modelled) depends on
the previous state only then this assumption is called
first order Markov assumption. And if the model
structure remains unchanged for all the time cross-
sections then such DBN is called stationary one.
In such cases model that corresponds to one moment
of time is defined as local and time-invariant or
homogeneous.

8. Markov localization (ML) models: these are
models of the Bayesian filter type that additionally
include control variables, u(0),...,u(k —1). They
also have another name of hidden Markov input-
output models. Such models provide a possibility for
improving state estimates using control variables
as follows: P(S(k)|u(k -1),S(k-1)). Sometimes
the model is called action model. Generally these
models are represented in matrix form similar to
those used in particle filters under the name of
Monte Carlo with Markov localization (MCML).
The model constructed should give an answer to the
question: what is the probability of current state of a
system under study:

P(S(k) | u(0),...,u(k —1),0(0),...,0(k)),

using the information regarding former control ac-
tions and observations of previous states. The term
“localization” is linked to robotic system applica-
tions, i.e. localization of a robot in space. The basic
state equation is similar to the basic filtering equa-
tion given above.

9. Bayesian maps: the name that means gen-
eralization of the Markov localization models that
also were originated in the sphere of robotic control
systems.

10. Bayesian approach to data processing and
decision making using hierarchical models.

11. Bayesian regression in the form of general-
ized linear models (GLM).

Bayesian approach to modelling and decision
making

The Bayesian approach to modelling and com-
puting probabilistic inference supposes fulfilling the
following stages given in Fig. 1. According to the
approach the initial information is coming from two
sources: prior information from researcher and sta-
tistical data received as a result of performing appro-
priate experiments.

Information
from
a researcher

- J

4 2\
Experimental Likelihood
data y, X function

AN J

Prior
distribution
g(©)

Posterior
t]i”lz}(’)f;: | distribution
p(O]y,X)

Fig. 1 Information flows in the data processing system based
upon Bayes theorem

The prior information from a researcher is
based upon the results of his former studies; the-
oretical information regarding the processes under
study; informal data received from various sources.
Generally this is extra information that is added to
the experimental one. The Bayes rule (BR) is in the
center of the methodology, and it can be written as
follows:

20)p(y |6,X)

ug(®)p(y | 6,X), (1)
p(y)

p(0]y,X) =

where y is observation vector for dependent variable
for the system under study; X is observation matrix
for independent variables (regressors) that influence
behaviour of the dependent one; 0 is vector of ran-
dom parameters that together with matrix X define
probability density function (PDF) for y (if we refer
to classic regression, 0 is vector of the regression);
p() is PDF; p(0) is prior density for random pa-
rameter 0, that is based upon prior knowledge of a
researcher (y, X) before applying experimental re-
sults; p(0 |y, X) is conditional PDF for the data
y given 6 and X, in other words, his is likelihood
function for data y; p(y) is marginal probability for
y after excluding influence of independent variables
and parameters. Here p(0 |y, X) is posterior PDF
for parameter, 0, based upon renovation of the prior
distribution by the data (y, X).

Thus BR shows the way how to combine prior
distribution with experimental data to correct the
prior PDF. Actually the BR provides the possibility
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not only for combining information coming from
two sources but any other way of combining will vi-
olate logical (and mathematical) essence of the rules
for operating with PDF.

The expression (1) contains two variants of
representing the Bayes rule. The first one is given in
the form of equality due to availability of denomi-
nator p(y) (unconditional density for, y) that plays
the role of normalizing constant providing condition
that posterior conditional density for 0 is proper and
integrates to 1 over the parameter definition range.
The second variant of the rule representation is giv-
en without normalizing constant what simplifies the
expression. In practice, first the nominator is com-
puted, and then the normalizing constant if neces-
sary. In some cases only ratio of results is of interest
and the normalizing constant is cancelled.

Application of Bayesian approach to risk mod-
elling and estimation has the following advantages:

— this approach is convenient for taking into
consideration various uncertainties that are related
to statistical data like imputation of missing observa-
tions, noise and short samples processing; appropri-
ate state and parameter estimation procedures; ap-
plication of different data formats; hiring of expert
estimates in modelling procedures; possibilities for
application of high dimension of data and models;
the use of static and dynamic approaches to model-
ling various systems; availability of alternative proce-
dures for model structure and parameter estimation;
possibilities for model adaptation and constructing
simulation procedures etc.;

— possibilities for constructing complex hierar-
chical models;

— possibilities for constructing combined mod-
els that include linear and nonlinear regression
equations, Bayesian and neural networks, fuzzy log-
ic etc.;

— taking into consideration probabilistic un-
certainties of the type: “will some event happen or
not”, and “under what conditions it will happen”;

— elimination of amplitude-like uncertainties by
replacing missing measurements with estimated or
generated values;

— availability of linear and nonlinear filtering
procedures;

— possibilities for application of forecasting dis-
tributions;

— availability of possibilities for application of
Bayesian optimization.

Bayesian approach to the formal description
of risk

Consider possible approach to formal
description of a risk using Bayesian approach.
Let M={M,,M,,.... M, } is a set of risk describing
models; p(x | M,,0,) is a likelihood function for the
model M,,i=1,...,N with parameters 0, and avail-
able data, x; and p(0, | M,) is prior distribution for
parameter vector 0, related to selected model M.
According to Bayes rule posterior distribution of
vector 6, given known model structure M, and data
X can be written in the form:

p(el | M[’x) = C,'p(x | M[’ei)p(ei | M[)7

where ¢, is normalizing constant. Various model
structures may differ with the number of param-
eters and better models are considered those that
have lower number of parameters, according to the
economy principle, but provide the possibility for
acceptable quality (adequacy) of formal description
for the process under study. To select the best model
it is possible to use appropriately modified Akaike
information criterion (AIC) [9]:
log p(x | M;,0,) = log(x | M,

1

,0,) — A(k,),

where k; is dimension of vector 0;; A(k;) = k; is in-
creasing function of k,. This criterion can be rep-
resented in the form that is minimized for the best
model, i.e. —2logp(x|M,,0,)+2k,. An alternative
for the AIC is Bayes-Schwartz criterion, where
A(k;)= 0.5k, log N, and where N is sample power
for data {x}. Some other modifications of the criteria
are hired for analysis of regression models of various
structures.

After structure,
M = M., it is necessary maximize posterior density
p(6. | M.,x) for 0. to find better estimate of the
parameter vector éi. If the power of sample {x} is
large enough, and the prior distribution p(9. | M.)
is of diffusion type then the posterior maximum can
be replaced by the maximum likelihood estimate.
The model structure, M., and parameters, 0., found
this way can be considered as acceptable ones. Now
consider the possibility of introducing uncertainties
into the model and parameters.

Let p(M) is prior probability for estimating
model structure M, and p(6, | M,) be conditional
prior distribution for parameters 0 with known
structure M. According to the Bayes rule it can be
written:

selection of the model
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p(O,M | x)=p6|mx)p,(M|x)=
p(0 | m,x)xcx p(M)p(x| M),

where p(x| M) = .[p(x |6, M)p(6| M)do; and c is
normalizing constant. Thus, joint posterior density
for (0, M) is determined by the product of poste-
rior density for 0, with condition that model M is

adequate, and posterior probability of determining
adequate structure M for the data {x}:

p(O,M | x)=
c(e,p(x6,M)p(O| M))x p(x| M) p, (M),

where ¢, is normalizing constant for p(6 | M, x), and
¢ is normalizing constant for the whole posterior
distribution.

Suppose it is necessary to determine the
probability of bankruptcy, y, that is determined via
parameters of model M. Conditional probability for
y can be written as follows:

p(y1x) =2 p(y|x.M)p, (M| x),

where p(y | x, M) = [ p(y | x, M;,0,)p(6, | M, x)d6;

p(e, | Mi, X) = c,.p(x|M,., 9,) [)(9, | M,)

An asymptotic analysis of the conditional
distribution p(0, | M,, x) says [10], [11], that

log p(6, [ M,, x) =

c—%(@, ~6.) H.(6,-0,)+0(]0,-6, ),

where 6, is weighted mean of maximum likelihood
estimate for 6, and of the prior distribution mode
for é,.; H, is a sum of hessians in corresponding
maxima of likelihood function and prior density.

If the prior distribution is of diffusion type and
power of sample N is large enough then parameter
estimate computing can be performed using appropriate
approximation. For example, matrix H, can be
approximated by the product, NB,, where B, = B, (6,) is
information matrix for one observation with condition
that & ; is actual value for é,.. The estimated é,. can also
be computed with maximum likelihood technique.

Now consider posterior density for the model M.

pr(Mi | X) = cpr(M,.)p(x | M,) )

where p(x | M,), p(x | M,),... are Bayes factors ap-
proximated by the scaling constant. Somewhat sim-

plified computing of the factors can be performed
using the expression [12], [17]:

log p(x | M,) = c+%k,. 1og2n—%log‘f,‘+
log p(x|6,,M,)+logp®, | M)+O(N™), (1)

where i,. is information matrix for the data {x}, that
is described by the model having parameters é,.; k. is
dimension of the parameter vector é,.; p(6,|M,) is
a prior distribution for 6.. As far as the observations
are independent as assumed, then, iizNﬁi, where
ﬁi is information matrix that corresponds to a single

observation when the model M, with parameters 6,
is used. Thus, it can be written:

log‘ i,‘ =k, log N + log‘ﬁ,‘.

It should be noted here that with growing N the
second member in the RHS will be approximately
constant for each model. In a case when k; accepts

the same value for each model the only log‘ﬁl.‘ will

be varying. An influence of the member log p(éi | M)
that is linked to prior distribution is negligible, espe-
cially when the diffusion distribution is used. After
introducing the notation of Z =log p(x |6, M), and
eliminating the member log p(x | éi,M), the criterion
(1) is transformed into the following simplified form:

log p(x | M,) ~ ¢ +%k[ log2m +

~ 1 1 n
I, —=k; log N ——log|B,
1 2 1 Og 2 Og‘ 1

or
log p.(M, | x) ~ logpr(Ml.)Jr%kl. log2m +
I —lk logN—llog‘]AB ‘+c
i 2 i 2 i >

Where ¢ is a normalizing constant that provides for
holding the equality: Z/ p,(M, | x) = 1. Now consid-
er examples of application of the Bayesian approach
to financial risk estimation using appropriate statis-
tical data.

Example 1. The model of randomly incoming
payments. Let {x(k)} is stochastic process of incom-
ing payments, where k denotes discrete moments of
time. Thus the total sum of payments for the first
moment of time can be represented as exp(x(1)),
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and for arbitrary moment k the stored capital will
amount to exp(x(l)+x(2)+...+x(k)). For the
sake of convenience denote the sum under expo-

nent as follows: y(k) = Zizlx(i). It is necessary to

determine the types of distributions for y(k), and
F(k) =exp(y(k)). One of the simplest models that
could be hired to formally describe the financial
process is low order autoregression, say AR(1):

x(k) =a, +ax(k-1)+¢e(k), )
where ¢(k) is stochastic process including random
disturbances, measurement errors as well as model
structure inadequacies. Usually the process is con-
sidered as a normal one due to growing number of
measurements and multiple ingredients of the noise.
Rewrite equation (2) in a more convenient for fur-
ther analysis form:

x(k) —p = a(x(k 1) - p) + oz(k), (3)
where p is sample mean for the data {x(k)}; a, c are
model parameters; {z(k)} ~ Norm(0,1) is a standard
normal distribution sequence. Now find expressions
for the model parameter estimates using maximum
likelihood technique.

The conditional likelihood function for the se-
quence of payments {x(k)} is as follows:

f(x ‘ “962951) =
. (27102)_% X
= 11 (x@)-p-atei-D-w) ][+ @
i=—N+2 xexp —

26’

Using the function the following expressions
for model (3) parameter estimates can be written as
follows:

> () =f)(xG-D - 1)
Z(j'rzwz(x(i - 1) - “’1)2

.1 < ~ xX(0)=x(-N+1)).
h=v1 [i_ZN‘,HX(l)Jr 2 J,

D

o - ﬁi_%z[x(")—ﬁ—&(x(i -1 -

Now write approximate expression for the con-
ditional likelihood function (4) using the Tailor ex-
pansion:

f(x|n,o%,a)

0+, (n—1) +
+¢,(a— a)y’ +
+o,(n—f)(a—a)+
+ps(n—)(a—a)’ +
+@,(u—[1)’ (a—a)+

|+, (- ) (@—@) |

N1 1
o« (67) 2 expi-—

267

where "oc" stands for proportionality; ¢, = (N - 1)6%;
0, =(N-D(1-a)%; ¢, ~(N-1&*/(1-a");
¢ =2(x(-N+1)-x(0)) =0; o5 =9, /(1-4)~0;
0 = 2N -1 -a); ¢, =(N -1).

To solve the problem of modelling risk in the
problem statement given above the following prior
parameter distribution is hired [13], [14]:

flweta)=c (1-a)*(1+a)™7,

or f(no'a)=c"(l-a)*(1+a)'”,

that can be used when a # +1. Now the conditional
posterior distribution for the process parameters can
be written as follows:

2 —
(M | X,Gz,a) - NOFmEﬁ, ° ({E]Z)2 1)]3

N -1 1

fla|x)=d@,N)[1-@ +@-a)"] > (1-a°) 7,
-l<a<l.

Now, taking into consideration the expres-
sions for parameter u, 2, @ distributions given data,
{x(k)}, return to equation (3):

x(i) —p=a(x(i-1)—p) +oz(i) =
o(z()+az(i-1D)+...+a* 'z(1)) + a*(x(0)— p).

The results achieved provide the possibility for
writing expression for the process y(k) in the form:

y(k) | M, 627 a, x =
uk +(x(0) —pw)M(a, k) + o(V(a, k))% Z,
where, M(a,k)=a(l-a*) /(1 -a);

1 {k_2a(1—ak)+ az(l—az"))
(1-a) l-a 1-a’

Va, k)=

To perform computational experiment the data
regarding incoming payments for a selected insur-
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ance company was gathered within five year period.
As a result the following parameter estimates were
found:

d =-0.2587; i=0.2165; §° = 0.0873.

The prior probability for the model was select-
ed equal to 0.5, what is quite logical in conditions
of absence of extra information regarding the esti-
mate. The posterior probability for the model let to
the value of, p (M) =0.59. Thus the probabilistic
approach demonstrated its advantage: the param-
eters of forecasting posterior distribution in con-
ditions of parametric and statistical uncertainties
correspond to actual ones. This way we demon-
strated how parametric uncertainty could be taken
into account.

It is clear that achieved posterior probability
for the model generally is not high enough what
could be explained by the use of simplified initial
model AR(1) and approximate computing of the
conditional likelihood function. Also, it is necessary
to perform additional study of influence of prior
distribution on the final result. The additional deeper
study of the possibility for application of probabi-
listic models of the type considered requires appli-
cation of several alternative techniques to model
building with subsequent comparison of the results
achieved for each of them.

Example 2. Quality analysis of automatized cli-
ent service (operational risk analysis): the case of
discrete data and discrete parameters. Insurance
company introduced automatized service for clients
that provides for automatic registration of clients in-
suring their cars. The number of clients, users of the
service, reaches several thousand per month. Con-
sider the problem of estimating operational error 0
after servicing » clients.

To simplify the problem statement suppose that
0 can accept the following three values: 0.25 is good
result; 0.50 is acceptable result; 0.75 is bad result
that cannot be accepted. Available statistic shows
that within former two years the company provid-
ed the automatized client service with the following
quality:

— within 60% of time the probability of service
error was at the level of 6 =0.25 (good result);

— within 30% of time the probability of service

error was at the level of 6 =0.50 (acceptable result
result);
— within 10% of time the probability of service

error was at the level of 6 = 0.75 (result that cannot
be accepted).

These results were used as prior probabilities
so that to forecast the level of service in the future.
This distribution is given in the table 1.

Table 1. Prior probabilities for parameter 6

Service quality
good [ acceptable | unacceptable
Probability of 0.25 0.50 0.75
service errors (0)
Density for the 0.60 0.30 0.10
errors O(p(0))

After 10000 cases of client services the com-
pany decided to perform the service quality control.
The control showed that out of ten randomly select-
ed service cases two of them contained errors. What
conclusion regarding the service quality should be
made in this case? I.e., in other words, what is actual
posterior distribution for the parameter, 0?

In this case the data has discrete form and first
it is necessary to determine (say, on the bases of
previous experience) type of distribution for data.
On the basis of former experience we can suppose
that it has binomial distribution with parameter, 0:

f0,n,r)= (’:] 01-0)""=Cord1-0)"",

n !
where, :n—' The number of successful
r) rl(n-r)!

events is equal in this case to » = 2; successful are events
linked to emergence of errors in the client service out
of 10 possible, i.e. n=10. Thus, likelihood function for
data in this case has the following form:

L(0) = [}:] 0"(1-0)"" = C20*(1-0)"7?,

where 6 =[0.25; 0.5; 0.75] is distribution of pos-
sible events linked to the number of service errors.
The nominator of the Bayes rule in this case is as
follows:

h(0|r,n) o L(r|06,n)g(6).
Now compute necessary likelihood values, L(6):
—if 6=10.25, then

|
L) = — " (0.25)*(1 - 0.25)° = 0.30300;
rli(n-r)!
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—if 6=0.50, then

!
L(0.50)2(1 -0.50)* = 0.04405;
rli(n-r)!

L(0) =

— if 6 = 0.75, then

|
T (0.75)(1 - 0.75)° = 0.00039.
rli(n-r)!

L(®) =

The prior and posterior densities for 4 are given
in table 2.

Table 2. Posterior probabilities

0 Prior probabilities | Likelihood | 4 = posterior
for 6 L(6) density for 0
0.25 0.60 0.30300 0.955
0.50 0.30 0.04405 0.034
0.75 0.10 0.00039 0010
Total sum: 0.999

Table 2 shows that the most probable value of
0, estimated on the basis of analysis of service qual-
ity in the case of automated servicing is the value:
0 = 0.25. It means that quality of service is on the
“good” level (posterior probability for 0 is 0.955).
Before making final conclusion regarding quality of
client service using automatized servicing system it
is necessary to analyse larger number of cases than,
10; say 500 or 1000.

Conclusions

Thus there exists a wide sector of financial and
other type of risks that require analytical studies with
application of mathematical, statistical and probabi-
listic models of various structures and complexity.
Some methods of quantitative analysis were deter-
mined that can be used for solving the problem of
thorough understanding of the origin and estimating
the level of possible financial loss. For estimating the
level and probability of loss the probabilistic type of
models can be successfully hired thanks to the fact
they provide the possibility for taking into consider-
ation parametric and statistical uncertainties of the
processes under study. Here we considered a spe-
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H.B. KysHeuoBa, O.M. Tpocpumuyk, MN.1. Bigtok, O.M. TepeHTbeB, J1.5. JleBeHuyk

VIMOBIPHICHE MOJENOBAHHS PU3UKIB PI3HOI MPUPOAN

Mpo6nemaTtuka. Ycim BuaaM nOACLKOT AiSNbHOCTI NpUTaMaHHi NeBHi pu3nkuK, 3okpema diHaHcoBi. BignosigHo, icHye npobne-
Ma OLiHIOBaHHS! i NPOrHO3YBaHHA MOXIMBMX BTpaT, ANs PO3B’A3aHHs SKOi HEOOXiAHO CTBOPUTY afeKBaTHUIN MaTeMaTUYHUIA onuc Ans
opMarnbHOro npeacTaBrieHHs 06paHux puaukiB. OUiHIOBaHHS MOXIMBUX BTPAT MOXE I'PYHTyBaTUCh Ha 0BpoBneHHi HasiBHUX AaHWX
Ta eKCMepTHUX OLHOK, LLO XapaKTepusyoTb iCTOPIl0 Ta MOTOYHUI CTaH NpPOoLEeCiB, AKi aHanisyloTbecs. HanexHun iHcTpymeHTapin ans
MOZESOBaHHS Ta OLiHIOBaHHS PU3KKIB MOXITMBUX BTpaT 3abe3neyyeTbCst BUKOPUCTaHHSIM MMOBIPHICHOIO niaxoay, SKuii Bkrtovae 6aecosi
METOAM, BiOMi Ha CbOroAHi sik MeTogornoris 6accoBoro NnporpamyBaHHS.

Meta pocnigxeHHA. 3pobuTn ornsa Aesiknx MeToAiB 6aecoBoro aHanisy AaHux, siki 3a6e3neyyroTb MOXIUBICTb NOGYA0BM MoAae-
nen BubpaHux pusmkiB. 30Kkpema, BUKOpUCTaTU CTaTUCTUYHI AaHi ANns doopMarbHOro onvcy onepawiiHoro puauky, WO Moxe 3'SBUTUCH
y npouenypax o06pobku iHdopmaLii.

MeTopauka peanisauii. [Jnsa o6pobkm aaHux i nobynosn Moaenen BUKOPUCTOBYETLCSI METOAOMOris 6aecoBOro nporpamyBaHHS.
[ns ouiHioBaHHA onepauinHoro pusnKy TakoX 3acTocoBaHO Teopemy baeca y hopmynioBaHHI Anst AUCKPETHUX NOAIM Ta AUCKPETHUX
napamertpis.

PesynbTaTtn pocnigxeHHsi. Ha ocHoBi 3anponoHoBaHoro nigxoay nobyaoBaHo MoAenb onepauiiHoro pusuky, NoB’s3aHoro 3 He-
KOpeKkTHOI 06pobkoto iHbopMmalii. Ans Toro, wob nobyaysaTu i 3acTocyBaTh MOAENb AN1s OLHIOBaHHSI pU3KKy, NpoaHanisoBaHo 3agady
OL|iHIOBaHHS pU3UNKy, BUOpaHO 3MiHHI Ta OLHEHO YMOBHI anpiopHi MMoBipHOCTi. ®yHKLiOHyBaHHS N0byaoBaHUX MoZenel NPOAEMOHCTPO-
BaHO Ha iNCTpaTMBHMX Npuknagax.

BucHoBku. MpakTnyHO BaxknvBa 3aadva MOOENOBAHHS Ta OLHIOBAHHS PU3UKIB Pi3HUX TWNIB, 30kpemMa iHaHCOBMX, Moxe ByTun
BUpilLeHa MeTogaMu B6aecoBoro nporpamyBaHHs, siki 4alTb MOXIMBICTb iAEHTUIKYBaTK | BpaxyBaTh HEBU3HAYEHOCTI AaHUX Ta eKc-
nepTHUX ouiHok. Mogenb puauky, nobyaoBaHa 3a JONOMOro 3arpornoHOBaHOIO MEeTOZY, iMCTPYE MOXITMBOCTI 3aCTOCYBaHHs 6aecoBux
MEeTOZiB A4S PO3B’si3aHHA 3a4adi OLiHBaHHSA PU3NKIB.

KnroyoBi cnoBa: ciHaHCcOoBI npouecy; iHaHCOBI py3NKK; MeToA0rOrisi 6aEcoBOro NporpamMmyBaHHs; OLHIOBAHHS PU3UKY.
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